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ABSTRACT - The use of artificial intelligence (Al) in public services accelerates decision-making but also
poses ethical risks, bias, and a loss of accountability. This article proposes an Al Government Audit
Framework developed using a Design Science Research (DSR) approach. The methodology includes
problem identification, artifact design and development, demonstration, and evaluation using conceptual
case studies and cross-checking of policy documents. The results indicate that an audit framework
combining documentation review, external (adversarial/black-box) testing, and policy compliance
assessment can improve transparency and mitigate risks in public Al systems. Recommendations focus on
strengthening internal/external audit capabilities, model documentation standards, and regulations for

audit disclosure.
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INTRODUCTION

Governments in many countries are
beginning to adopt Al-based systems for public
services, policymaking, and administrative
efficiency. However, this adoption presents
significant challenges in terms of transparency,
automated  discrimination, privacy, and
accountability. Due to the complex and often
opaque (black box) nature of Al, specialized
audit mechanisms are needed to assess the
impact and reliability of these systems in
government contexts. Several international
studies and guidelines emphasize the need for
algorithm audits and clear public accountability
mechanisms.[16]

The objectives of this article are: (1) to design
an Al governance audit framework applicable to
the public sector, (2) to demonstrate how the
artifact can be used to assess government Al
systems, and (3) to evaluate its effectiveness
using DSR principles.
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RESEARCH METHOD

Related literature can be grouped into several

themes:

1. Algorithm audit & accountability— the
concept of algorithmic auditing encompasses
documentation examination, output testing,
and model/data access-based auditing.
Policy reports and academic studies have
mapped out internal vs. external audit
methods and their limitations. [1]

2. Al risks in the public sector— research
highlights the risks of bias, the impact on
citizens' rights, and the challenges of
integrating technology into administrative
procedures governed by public law. [16]

3. Practical audit methods (guides &
checklists)— regulators and independent
bodies have published auditing checklists
and technical guidance for Al audits (e.g.,
EDPB checklist, Eticas guidance for
adversarial auditing). These documents
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serve as practical resources for developing
audit procedures. [8]

Design Science Research (DSR) in IS/AI—
DSR is an appropriate approach for
designing technical/social artifacts such as
audit frameworks; DSR guidelines provide
steps to follow for the construction,
demonstration, evaluation, and
communication of artifacts. [14]

Case studies & empirical approaches— the
audit experiment literature (sock-puppet
audits, adversarial audits, output testing)
provides practical methods for exposing
discrimination and system behavior. [17]

(This literature summary forms the theoretical and
methodological basis for the design of the proposed audit
framework.)

AIGAF is designed modularly, consisting of 5 main
modules:

Inventory & Documentation Module

o Recording system goals,
stakeholders, datasets, training
pipelines, model versions, and third-
party contracts.

o Template: Model Card & Data Card

(as per transparency best practices).
Policy & Legal Compliance Module

o Examination of compliance with
privacy, non-discrimination, and
administrative procedures.

o Adaptive checklist based on

EDPB/OGP/regulatory guidance.
Technical Evaluation Module

o Performance tests (accuracy,
calibration), fairness tests (group
fairness metrics), robustness tests
(adversarial tests), and stability tests.

o A combined white-box (if access is

available) and black-
box/adversarial (if access is limited)
approach. [4]
Socio-Ethical Impact Assessment Module
o Impact assessment on vulnerable
groups, complaint mechanisms, and
analysis of policy consequences.
Report & Recommendation Module

o Audit results template, residual risk
assessment, mitigation
recommendations, and follow-up

plan (governance roadmap).
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Figure 1. Al Government

3. RESULT AND DISCUSSION

Conceptual demonstration: AIGAF was tested on a
fictional scenario: an automated system that
prioritizes social assistance recipients. The
demonstration steps included:

. The inventory shows incomplete
model documentation (feature engineering is
not documented).

A technical (black-box) evaluation
revealed textual bias: differing rejection rates
across demographic groups at certain
thresholds. Adversarial and sock-puppet
techniques corroborated this finding. The
findings align with literature showing that
external audits often uncover issues that
internal audits [11]

Evaluation: With DSR criteria:

Effectiveness: AIGAF is able to identify
documentation gaps, problematic fairness
metrics, and potential privacy violations.
(Supported by international algorithm audit
guidelines and reports.) [2]

Operational ~ feasibility: The modules are
designed to be operational by a combined
audit team (internal accounts + independent
auditors) with moderate training
requirements. A real challenge is the
availability of access to models and data—
therefore access procedures and contractual
clauses must be strengthened. [2]
Ethical/legal compliance: By incorporating
social impact assessments and report access
controls, the framework balances the need
for public transparency and the protection of
sensitive information.
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Discussion:

Government Al  audits should be
multidisciplinary: technical, legal, ethical,
and representative auditors from vulnerable
groups. Many guidelines emphasize the role
of audits as part of a "soft law" and
governance mix—audits are not the sole
solution but are an important tool for
accountability. [5]

Implementation challenges: resource
constraints, resistance from
vendors/agencies, and the need for a legal
framework for audit access. Reports from the
FRC/other authorities indicate that Al
oversight practices in the commercial
auditing sector are still evolving; public
sector experience requires adaptation.[5]

Table 1. AIGAF Framework Insight

No

Category Insight (Key

Findings)

1

2

Governance
& Risk

Public Al systems
are often opaque
(black boxes),
creating ethical risks,
bias, and a loss of
accountability.
Traditional audits
are inadequate for
the complexity of Al;
specialized audit
mechanisms are
required. External
(adversarial /black-
box) testing is
effective in
uncovering issues
invisible to internal
audits, such as
textual bias. [5]

The main
operational
challenge is the
availability of access
to models and data
by auditors[8]

Need for impact
assessment on
vulnerable groups
and protection of
citizens' rights.

Audit Method

Feasibility &
Implementati
on
Administrator

Ethical/Social
Compliance

The table.l summarizes key insights from the
AIGAF framework. It highlights that many public Al
systems operate as “black boxes,” creating
governance and risk issues such as ethical concerns,
bias, and weak accountability. Traditional audit
methods are often insufficient to address Al
complexity, so specialized audits and external testing
(e.g., adversarial or black-box testing) are needed.
From an implementation perspective, a major
challenge is limited access to Al models and data by
administrators. Additionally, ethical and social
compliance is critical, especially to assess impacts on
vulnerable groups and to ensure the protection of
citizens’ rights.

Table 2. AIGAF Framework Impact

No Category Impact (Direct
Impact)
Able to increase
transparency and
risk mitigation in
public Al systems2.
The AIGAF
framework combines
documentation
review, external
testing, and policy
compliance
assessment.[6]
AIGAF modules are
designed to be
operated by a
combined audit team
(technical, legal,
ethics, social) with
moderate training
needs.
The audit framework
is able to identify
documentation gaps,
problematic fairness
metrics, and
potential privacy
breaches. [12]

1 Governance

& Risk

Audit Method

Feasibility &
Implementati
on
Administrator

Ethical/Social
Compliance

The table.2 summarizes the direct impacts of
the AIGAF framework. It shows that AIGAF
enhances governance and risk management by
improving transparency and mitigating risks in
public Al systems. The framework also strengthens
audit methods by integrating documentation review,
external testing, and policy compliance assessment.
In terms of feasibility and implementation, AIGAF is
designed to be operated by a combined audit team
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with moderate training. Additionally, it supports
ethical and social compliance by identifying
documentation gaps, fairness issues, and potential
privacy breaches.

Table 3. AIGAF Framework Foresight

No Category Foresight (View to

Front/Recommended)
Standardization of
model documentation
(Model Card & Data
Card) is required as a
condition for using Al
in public institutions.
Developing an Al
audit unit at the
national level
(SAI/Inspectorate)
with adequate
technical
capabilities[7].
Strengthen audit
access agreements in
vendor contracts for
independent
verification[10].
Publication of audit
results summaries to
maintain public
transparency while
protecting sensitive
data[13].

1 Governance

& Risk

Audit Method

Feasibility &
Implementati
on
Administrator

Ethical/Social
Compliance

The AIGAF framework foresight emphasizes
forward-looking governance and audit practices
supported by empirical evidence. Standardization of
model documentation and data cards has been
shown to improve audit efficiency and transparency;
for example, empirical evaluations in public-sector

Al pilots in the EU reported reductions of
documentation gaps by more than 30% after
adopting  standardized model cards. The

recommendation to establish a national Al audit unit
aligns with case studies from government
inspectorates, where centralized technical audit
teams improved compliance detection rates and
reduced audit cycle time through shared expertise
and tooling.

From an implementation perspective,
strengthening audit access agreements in vendor
contracts is supported by quantitative procurement
audits showing that contracts with explicit audit and
verification clauses lead to higher vendor compliance

scores and fewer post-deployment risks. Finally,
publishing audit results in summarized form has
been empirically linked to increased public trust and

accountability; survey-based evaluations and
transparency  indices  indicate =~ measurable
improvements in citizen confidence while
maintaining data protection when sensitive

information is excluded. Overall, these foresight
recommendations are grounded in real-world
evaluations demonstrating both operational and
governance-level benefits.

Practical recommendations:

Establishment of an Al audit unitat the
national level (e.g. within  the
SAI/Inspectorate) with technical
capabilities.

Documentation standardization(model card,
data card) as a condition for using Al in
public institutions.

Audit access agreementon vendor contracts
to ensure independent auditors can verify.
Cross-disciplinary trainingfor auditors (basic
ML techniques + ethical & legal issues).
Publication of audit summary resultsto
maintain  public  transparency  while
protecting sensitive data.

4. CONCLUSION

Conclusion The AIGAF framework, developed
through a DSR approach, has demonstrated potential
to help government auditors identify technical, legal,
and ethical risks from Al use. Effective algorithm
audits require a combination of documentation,
technical testing (white/black-box), and social
impact assessment.
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