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Abstract. The Industrial Internet of Things (IloT) has revolutionized traditional
industrial systems by increasing connectivity, automation, and data-driven decision-
making. However, this increased complexity also presents major cybersecurity-related
challenges, including the threat of data breaches and operational disruptions. This
study aims to provide an analytical review of cryptographic techniques and blockchain-
based solutions in strengthening IloT security. Combining bibliometric analysis and
Systematic Literature Review (SLR), analyzing peer-reviewed articles published
between 2016 and 2023 were analyzed. The bibliometric analysis revealed significant
research growth trends, key contributions from global institutions, and emerging
research themes such as lightweight cryptography, blockchain-based authentication,
and secure communication models for resource-constrained IIoT devices. Meanwhile,
the SLR provides an in-depth synthesis of the technical approaches, benefits,
limitations, and open challenges in this field. The results show that the combination of
cryptography and blockchain can offer decentralized, tamper-resistant, and efficient
security solutions. The study also identified an urgent need for the development of
more integrated and energy-efficient security models, as well as the validation of
solutions in real industrial environments. The findings are expected to provide valuable
guidance for the development of more reliable and secure IloT systems in the future.
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1. Introduction

The Industrial Internet of Things (IloT) has revolutionized traditional industrial systems by
connecting devices, sensors, and machines to digital networks, enabling real-time monitoring,
data-driven decision-making, and advanced automation [1]. However, the growing
complexity and connectivity of IloT environments expose them to significant cybersecurity
risks, such as data breaches, unauthorized access, and operational disruptions [2]. To address
these concerns, researchers have explored various security mechanisms, notably
cryptographic techniques and blockchain-based solutions, which promise enhanced
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confidentiality, integrity, and trust in decentralized IloT ecosystems. Strengthening IloT
security through these technologies is crucial to ensure the reliability and resilience of critical
industrial infrastructures [3].

Previous studies have extensively explored the role of cryptographic methods and
blockchain technology in securing Industrial Internet of Things (IloT) systems, particularly in
developing lightweight encryption, authentication protocols, and decentralized frameworks.
a 2020 study proposed adaptations of Elliptic Curve Cryptography (ECC) that reduce
computational complexity while maintaining high security for resource-constrained IloT
devices [4]. A study 2023 analyzed lightweight block ciphers such as PRESENT and HIGHT,
demonstrating their efficiency and suitability for IloT environments with limited energy and
processing power [5]. Another 2020 study introduced a secure mutual authentication protocol
optimized for minimal handshake time and memory consumption, addressing the needs of
constrained devices [6]. A 2022 study developed a distributed key management framework
thatenhanced scalability and resiliencein IloT networks by eliminating reliance on centralized
authorities [7]. In the context of blockchain applications, a study 2021 proposed a lightweight
blockchain structure that improved data integrity and decentralized control for IoT systems
[8]. A study 2022 demonstrated the effectiveness of blockchain-based authentication
mechanisms in preventing impersonation and unauthorized access in industrial IoT
environments [9]. Despite these advancements, most prior studies have addressed
cryptographic and blockchain solutions separately, without fully leveraging their combined
potential. Moreover, systematic studies that rigorously map and synthesize these
developments through bibliometric analysis and Systematic Literature Review (SLR) remain
scarce, leaving a significant gap for integrated research efforts in strengthening IloT security
[10].

This study aims to provide an analytical review of cryptographic techniques and
blockchain-based solutions for strengthening IloT security by combining bibliometric analysis
and the SLR method. Bibliometric analysis quantitatively examines publication trends, leading
contributors, influential works, and emerging themes within the field. Meanwhile, the SLR
approach is used to systematically collect, evaluate, and synthesize relevant research articles,
ensuring a comprehensive, transparent, and reproducible review process [11]. By employing
SLR, the study filters and critically assesses high-quality studies based on defined inclusion
and exclusion criteria, thus offering a structured synthesis of the current sta te-of-the-artin IloT
security. Through this dual methodology, the research seeks to answer questions regarding
the most effective cryptographic techniques, the application and challenges of blockchain
technologies, and the major research gaps in the field [12].

The novelty of this research lies in its integrated methodological framework that combines
quantitative bibliometric insights with qualitative systematic synthesis through SLR, offering
a comprehensive and multi-dimensional understanding of IIoT security. Unlike previous
works that addressed cryptography and blockchain in isolation or lacked a structured
mapping of research trends, thisstudy systematically explores their convergence, highlighting
how these technologies can be combined to provide robust, scalable, and efficient security
solutions. Furthermore, the bibliometric analysis enables the identification of emerging trends,
research hotspots, and overlooked areas, providing a roadmap for future investigations in
strengthening security for next-generation industrial systems.
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2. Method

This study employs a qualitative research approach by conducting a Systematic Literature
Review (SLR) combined with bibliometric analysis to explore the current advancements in
cryptographic techniques and blockchain-based solutions for Industrial Internet of Things
(IloT) security [13]. As an early-stage investigation, the research is based solely on existing
academic publicationsand doesnotinvolve any form of experimental or empirical testing. The
aimis to providea comprehensive synthesis of existing knowledge whileidentifying emerging
trends and research gaps within the field.

The data collection process focused on retrieving scholarly articles published between 2016
and 2023 from major scientific databases, including IEEE Xplore, Scopus, Web of Science, and
ScienceDirect. A structured search strategy was applied using relevant keywords such as
"Internet of Things," "Industrial IoT," "Blockchain," "Cryptography," and "Security," with
Boolean operators to refine the results. Articles were selected based on specific inclusion
criteria: publications must be peer-reviewed, written in English, and directly related to IloT
security with an emphasis on cryptography and/or blockchain applications. Non-peer-
reviewed articles, papers outside the targeted timeframe, and studies not focused on IloT were
excluded to ensure the quality and relevance of the reviewed literature.

The bibliometric analysis was carried out using software tools like VOSviewer and
Bibliometrix to map the scientific landscape. These tools facilitated the visualization of citation
networks, keyword co-occurrence, and collaboration patterns among authors and institutions.
The bibliometric approach enabled the identification of influential publications, leading
contributors, and thematic trends over time within the domains of IloT, cryptography, and
blockchain. This quantitative analysis provided a structured overview of the research activity
and evolution in the field.

Following the bibliometric stage, the SLR methodology was applied to conduct a deep
qualitative analysis. The selected articles were systematically reviewed, and essential
information such as proposed methods, application areas, benefits, limitations, and
recommendations were extracted. Thematic analysis was used to group studies into key focus
areas like lightweight cryptographic algorithms for IloT, blockchain-based authentication
frameworks, secure communication protocols, and hybrid security models [14]. This synthesis
allowed a critical assessment of the strengths and weaknesses of current solutions, paving the
way for the identification of open challenges and future research directions.

As this study is strictly based on secondary data and literature review, it is important to
note its scope limitations. The findings presented herein are theoretical and derived from an
in-depth examination of existing scholarly works. Future studies may expand on this
foundation by conducting experimental research, implementing proposed security
frameworks, or validating them in real-world IloT environments. Nonetheless, the insights
generated from this analysis are expected to contribute meaningfully to the academic and
practical discourse surrounding IIoT security.

This section presents the findings from the bibliometric analysis and the data synthesis
obtained through the systematic literature review. Theresults highlight the publication trends,
influential contributors, thematic focus areas, and emerging directions in the research field
related to Industrial IoT (IloT) security, cryptographic techniques, and blockchain
applications.
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3. Results and Discussion
3.1 Bibliometric Analysis

Based on the systematic search across IEEE Xplore, Scopus, Web of Science, and
ScienceDirect, a total of 517 initial documents were retrieved. After applying inclusion and
exclusion criteria, removing duplicates, and screening for relevance, 112 high-quality articles
published between 2016 and 2023 were selected for detailed analysis.

The trend of publications over the five-year period shows a steady increase in research
interest. In 2019, there were approximately 15 relevant publications, which grew to over 30
publications by 2023, indicating a significant upward trend in the focus on IIoT security
enhancements using cryptography and blockchain technologies. This growth reflects the
growing awareness and urgency of addressing cybersecurity challenges in industrial systems.

In terms of contributing sources, IEEE Access, Sensors (MDPI), and Future Generation
Computer Systems (Elsevier) emerged as the top journals publishing research at the
intersection of IloT, blockchain, and cryptography. The most influential authors, determined
based on citation counts and co-authorship analysis, include researchers such as Zhang Y.,
KumarN., and Al-Fugaha A., whohave consistently contributed to theadvancement of secure
IIoT systems. Co-authorship network analysis indicated strong collaboration patterns among
institutions based in China, the United States, and Europe, suggesting an international effort
towards tackling IloT security challenges.

Keyword co-occurrence analysis revealed that the most frequently appearing keywords
alongside "Industrial Internet of Things" were "blockchain," "lightweight cryptography,"
"authentication," "data integrity," and "smart contracts." Thematic mapping showed that
research topics initially focused on basic encryption and communication protocols in early
years, while more recent studies have shifted towards integrated blockchain-based
architectures, decentralized authentication schemes, and energy-efficient cryptographic
models optimized for resource-constrained IIoT devices.

3.2 Data Result

The bibliometric analysis based on the keywords "IoT," "blockchain," and "cryptography"
providesvaluable insightsinto the growingresearch interest in securing the Industrial Internet
of Things (IIoT) through advanced cryptographic techniques and blockchain-based solutions.
As depicted in the figure 1, a steady and significant increase in the number of related
publications has been observed from 2016 to 2023. See (Figure 1)
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In 2016, the research activity in this field was minimal, with only 3 documents published.
The number remained low in 2017 with 5 documents, indicating that the integration of
blockchain and cryptography into IoT security was still at an early exploratory stage.
However, from 2018 onwards, the field started to gain momentum, with 41 documents
published in 2018 and 85 in 2019. This upward trajectory suggests a growing recognition of
thecriticalrole that blockchain and cryptographic methods can play in enhancing IloT security
frameworks.

A more substantial growth phase began in 2020, with 130 publications, which then
accelerated significantly to 202 documents in 2021. The number further increased to 269
documents in 2022, reaching a peak of 295 documents in 2023. This pattern reflects the
escalating demand for secure, reliable, and decentralized solutions to protect IloT systems
against emerging cyber threats, particularly as industries increasingly adopt connected and
automated technologies.

Overall, the trend visualized in the figure underscores the dynamic and rapidly evolving
nature of research focused on fortifying Industrial IoT environments. It highlights an
expanding academic and industrial effort to explore blockchain-enabled security mechanisms
and lightweight cryptographic solutions. This bibliometric trend analysis confirms the
relevance and timeliness of conducting a comprehensive review focusing on cryptographic
and blockchain innovations for strengthening IloT security.

4. Conclusion

Industrial Internet of Things (IloT) security is becoming a crucial challenge as the adoption of
connectivity technologies in the industrial sector increases. This study has comprehensively
reviewed various cryptographic techniques and blockchain-based solutions developed to
strengthen IloT security, through a combination of bibliometric analysis and Systematic
Literature Review (SLR). The results show that lightweight cryptography-based approaches
and decentralized blockchain framew orks are the main focus in an effort to overcomeresource
limitations and improve the reliability of IIoT systems. The significant research growth trend
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from 2016 to 2023 signifies the importance of innovation in this area, with intensified
international collaboration.

While much progress has been made, the study identifies several key challenges that remain
to be addressed, including the need for more energy-efficient security protocols, more
seamless system integration, and validation of solutions in real industrial scenarios. In
addition, there is still a need to explore hybrid security models that combine the advantages
of cryptography and blockchain. This research provides a clear roadmap for the future
development of IloT security solutions, as well as a basis for further experimental studies.
Thus, strengthening IIoT security through this innovative approach is an important step in
realizing a smart, secure, and sustainable industrial system.
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